clusterz.io
Cloud monitoring
using

CHR and Big-Data



Summary

0~ About Us

o~ General background on CHR
o~ CHR Amazon EC2 installing
o~ CHR Use cases

0~ Cloud monitoring elements

0~ Reporting , Alerting and Trigger

e . @, 6. \0‘.
clusterz.io



>Wwhoami

Shlomi Gutman

CTO of Voicenter (Israel)
VP of Cloud Products at QXIP (Amsterdam)

MikroTik | MikroTik ‘M}}‘mﬁk MikroTik

% e elasti
@ elastic

| —
KAMAILIO (opensips Asterisk

'::‘___:—'_—""'_--

P .\0'.
clusterz.io

‘O



») VOICENTER

Let's talk business

Voicenter is A leading telecommunication technology

company providing top-tier business telephony since
2007

We are delivering a ‘'One-stop-shop’ solution for
business all around the world

Telecom Call
\ 2 pPBX )
W Services S .2 Center
Solution
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QXIP - Voice Capture Engineering &

Development

QXIP {QuickSIP} is an R&D Company specializing in Open-Source and
Commercial Voice Technology Development.
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What's CHR?

Cloud Hosted Router (CHR) is a RouterQOS version
intended for running as a virtual machine.

It supports the x86 64-bit architecture and can be used

on Mmost of the popular hypervisors such as VMWare,
Hyper-V, VirtualBox and others.

CHR has full RouterQOS features enabled by default but

has a different licensing model than other RouterOS
versions.
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CHR Licensing License

Perpetual is a lifetime license - License Speed limit Price
buy once, use forever . Free 1Mbit FREE
. . P1 1Gbit 45%
It is possible to transfer a ,
. P10 10Gbit 95%
perpetual license to another
CHR instance P-Unlimited Unlimited 250%

If the CHR instance will not be able to access the account server to renew
the license,

it will behave as if the trial period has ran out and will not allow an
upgrade of RouterOS to a newer version.
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CHR hosting environment
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Installing CHR on AWS - Step 1

Services -~ Resource Groups -~ *

EC2 Dashboard - Resources ¢
Events 4 , . ) e
- You are using the following Amazon EC2 resources in the US West (N. California) region:
ags
Reports 0 Running Instances 2 Elastic IPs
Lirmits 0 Dedicated Hosts 0 Snapshots
0 Volumes 0 Load Balancers
= INSTANCES 3 Key Pairs 5 Security Groups
Instances :

0 Placement Groups
Spot Requests

Reserved Instances %
Dedicated Hosts Just need a simple virtual private server? Get everything you need to jumpstart your project - compute, storage, and

networking — for a low, predictable price. Try Amazon Lightsail for free.
= IMAGES
AMis
Bundle Tasks

Crea

To start using Amazon EC2 you wilM™ant to launch a virtual server, known as an Amazon EC2 instance.

ELASTIC BLOCK

Volumes
Snapshots ote: Your instances will launch in the [J@#Vest (N. California) region
5 NETWORK & Service Health ¢ Scheduled Events ¢
Security Groups Service Status: US West (N. California):
Elastic IPs No events

& US West (N. California):
Placement Groups This service is operating normally

Key Pairs i Availabilitv Zone Status:

@ Feedback @ English




Select CHR Image (AMI)- Step 2

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 1: Choose an Amazon Machine Image (AMI) Cancel and Bxit

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI provided by AWS, our user community, or
the AWS Marketplace; or you can select one of your own AMIs.

Quick Start

1to 1 of 1 Products

ﬂ Q, mikrotik] Z ) b4
Cloud Hosted Router
MikroT ik

ko (0)]6.34.1 | Sokd by MikraTik

Bring Your Own License + AWS usage fees
Free tier eligible LinuxfUnic, Other §.34.1 | 84-bit Amazon Machine Image (AMI) | Updated: 4/8/16 3

¥ Categories Usze the CHR for protecting your cloud servers using RouterQS firewall which supports Layer7 filtering, dynamic address lists and more; for

running your own VPM service or ...
All Categories

More info
Software Infrastructure (1)

Developer Tools (1)
¥ Operating System
Clear Filter

* All Linux/Unix




Select Instance Tab -Step 3

Services v Resource Groups ~ % [\ nitzan gutman ~  N. California~  Support ~

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4, Add Storage 5. Add Tags §. Configure Security Group 7. Review

Step 2: Choose an Instance Type

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying -
combinations of CPU, memory, storage, and networking capacity, and give you the flexibility to choose the appropriate mix of resources for your applications. Learn more
about instance types and how they can meet your computing needs.

Filter by: | All instance types ~ Current generation v | Show/Hide Columns

Currently selected: t2.micro (Variable ECUs, 1 vCPUs, 2.5 GHz, Intel Xeon Family, 1 GiB memory, EBS only)

Note: The vendor recommends using a t2.micro instance (or larger) for the best experience with this product.

amy - e < voous (. Memow | meamesomoe  EssOomas o Mewerk Lo
U
General purpose t2.nano 1 0.5 EBS only - Low to Moderate Yes
[ ] General purpose 1 1 EBS only - Low to Moderate Yes
General purpose t2_small 1 2 EBS only - Low to Moderate Yes
General purpose t2. medium 2 4 EBS only = Low to Moderate Yes
General purpose t2.large 2 8 EBS only - Low to Moderate Yes
General purpose t2 xlarge 4 16 EBS only - Moderate Yes

Cancel | Previous Next: Configure Instance Details




Setup your network - Step 4

Services ~ Resource Groups -~ * [\ nitzan gutman ~  N. California~  Support ~

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing,
assign an access management role to the instance, and more.

Number of instances (i) [1 | Launch into Auto Scaling Group (i)
Purchasing option (j T —
Network [vpe-.. " TVOICENTER v| C Create new VPC
Subnet i |subr ~ . _. " | VOICENTER | us-west-1c v | Create new subnet

251 IP Addresses available

Auto-assign | Enable v |
1AM role () [None v| C Create new 1AM role
Shutdown behavior () | Stop v |
Enable termination protection (j) Protect against accidental termination
Monitoring (i) Enable CloudWatch detailed monitoring

Additional charges apply.

Tenancy (i) | Shared - Run a shared hardware instance v |
Additional charges will apply for dedicated tenancy.

Cancel = Previous Review and Launch Next: Add Storage




Configure - Step 5

nitzan gutman ~  N. California~  Support ~

Services « Resource Groups « *

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 6: Configure Security Group

A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if
you want to set up a web server and allow Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new

security group or select from an existing one below. Lean more about Amazon EC2 security groups.

Assign a security group: ©Create a new security group

® Select an existing security group
Filter | VPC security groups »
Security  Name Description
sg-ac915cch Cloud Hosted Router-6-34-1-AutogenByAWSMP- This security group was generated by AWS Marketplace and is based on recommended settings for Cloud Hos
sg-d1ed35b6Cloud Hosted Router-6-34-1-AutogenByAVWSMP-1This security group was generated by AWS Marketplace and is based on recommended settings for Cloud Hos
B sg-e5f6beB1 default default VPC security group

4

Inbound rules for sg-e5f6bc81 (Selected security groups: sg-e5f6bc81) _ =l =]
Type (i Protocol (j Port Range [ Source (j

All traffic All All 0.0.0.0/0

SSH TCP 22 0.0.0.0/0

Cancel Previoud

Review and Launch




Installing CHR on AWS - Step 6

Services -~ Resource Groups -~ * A nitzan gutman ~  N. California~  Support

Launch Status

@ Yourinstances are now launching
The following instance launches have been initiated: i-06cffd9dafee68cbb  View launch log

©® Get notified of estimated charges
Create billing alerts to get an email notification when estimated charges on your AWS bill exceed an amount you define (for example, if you exceed the free
usage tier).
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Finally.. Winbox ... IP.. Connect ...

Services ~  Resource Groups ~ % [\ nitzan gutman ~  N. California~  Support ~ .
. (B0 LG LI Connect | Actions v
=3

Events 4 S & €

Tags Q Filter by tags and attributes or search by keyword (2] 1to 10of1

Reports

Limits @ Name ~ Instance ID <+ Instance Type - Availability Zone -~ Instance State ~  Status Check
= INSTANCES [ ] i-06cfid9dafeeG8chb 2 micro us-west-1c @ running I Initializin
| Instances

Spot Requests

Reserved Instances

Dedicated Hosts
= IMAGES

AMIs :

Bundle Tasks Instance: || i-06cffd9dafee68cbb Public IP: 54.183.162.115 _N ==

AS ¢ .. P i
g ELASTIC BLOCK Description Status Checks Maonitoring Tags Usage Instructions

STORE

Volumes Instance ID  i-06cfd9dateesschh P a) -

Snapshots Instance state  running IPv4 Public P 54.183.1¢ 115
NETWORK & Instance type 2 micro 6IPs -

SECURITY Elastic IPs Private DNS  ip-192-168-30-176.Us-
Sec @ WinBox v2.7 (Addresses) = =l west-1.compute.internal

Elas| [ _. Private IPs  192.168.30.176
e Tooguw™™ Secondary private IP
Y econdary private IPs

Plac
Key | Keep Password
Net | [] Open In New Wind VPCID  wpc-43f5f
SubnetID  subnet-b197
S Loal Password: | | J
W
< | Add/Set | | Connect To RoMON | [ Connect | >

o 100% (=) )




Change Password !!!
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CHR - Use case Types

* Virtual Instance
v  Custom hardware

v"Manhagement - Dude ,RADIUS
v Labs setup
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Virtualization - CHR vs x86

Why use the CHR instead of the traditional x86 VM?

«  Optimized for Virtualization
64 bit support
Fastpath support
Driver support

* Paravirtualized NIC -
Using the CHR allows us to use the a
paravirtualized NIC which is capable of speeds
beyond 10 Gbps.
The E1000 NIC used in the x86 VM is only capable

of 1Gbps.

*  Future proof - The CHR will continue to be developed

::3:8:5%
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CHR - Use case Types

* Cloud Connectivity
v VPN cloud - Road Warrior
v" Direct Connect alternative

v Secure distributed cloud environment
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CHR - Use case Types

* Cloud monitoring
v' Cyber Defense
v Billing Logic on Steroids
v' Centralized Log Analyze
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Cyber crime top 20 countries
attracts

19. 17.Mexico
2%

Australia
1%

14.South Korea
2%

18.Argentinag /15 Taiwan

12.Russia
2%

20.Israel
1% 13.Canada

2% 10.Poland

11.India 3%

All Other Countries 3%

9. Turkey
3%

8.France
3%

5. Brazil
4%
4 Britain

5%
\ . 3.Germany
L]
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|OT - the missing S

IINTERNET
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General background on cyber
attracts

loT Security Spending compared to Device Growth

11.4

20%

of loT implementations
will use Elnud security
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Who is behind cyber crime ?
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:0-7<2e  CALVINDIDN'T REALISE THAT IN JUST 3 SECONDS HE'D
PO . HAVE A 2ND CHANCE TO MAKE A 1ST INPRESSION...
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How to ship your data(Syslog) .....

N ] Lediticates
i Qs o Lonng e
1 CARsMAN T @ame: My PaStash QK
?ﬂ::::s Disks Type: |remote 1*#| | Cancel
gg Bridge :::: Remote Address:
i ::‘E:h — Remote Port:
Idertity Src. Address: I:I N
= [r: LEDs [ BSD Syslog
7 MPLS
2 Routing [ Ucen Syslog Facility: IE'
257 System 2
=] E3
é[::;?es Password Topics: || |waming F' S
Paorts : - -
; II;'L.j':lgr::lius Feboot P«:?::: :MyPaStash ||| * | in:j
2 Tools N Reset Configuration : z:;?al ?HC;I:HDD
& New Teminal e " info memug
) Mok Suoodt i Routerboard [ waming memary
s o ? SNTP Client waming Mo dnch
@ New WinBox ?mmma . . |enabled
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How to ship your data (NetFlow)

T CAPsMAN General | Status
| Interfaces Foabied ’—‘Cancel
R Interfaces: |all |i| = ﬁ
i Bridoe ARP Cache Entries: | 128« 74 :
[Eg FFP Accounting .
°18 Mesh Addrasses Active Flow Timeout: |00:30:00
Iﬁ TS T Inactive Flow Timeout: |00:00:15 oy, o
< MPLS I* DHCP Relay
42 Routing I DHCP Server =I5
24 System I~ DNs . .
® Queues — | | | [ip traffic-flow
+ |Port Version A .
[ Fies Hotspot 12343 set cache-entries=4M enabled=yes
|| Log |Psec . _
2 Radue Negttors interfaces=BRIDGE
& Tools I Packing
e [ip traffic-flow target
L GKE SUPOLL Routes
& Manual SMB add dSt-add I’eSS=66666666
© NewWnBex NP feen el port=1234  version=5
!' Exit Senices Traffic Flow Target <66 66 66.66
Settings Address: |65.66.66.66
Socks Port: 1234
TETP 1 Version: |3 ||3| Apply
Traffic Fow V . \—pl
v3 Template Refresh: 20 |
UPnP v3 Template Timeout: |18‘Dﬂ |
Web Proxgy Remove

P .\0‘.
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Shipping Big Data Log

- paStash is a tool to manage spaghetti I/O
with input, processors and output.
 modules for all seasons and protocols.

e

O https://github.com/sipcapture/paStash

:13:95%
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input {
udp {
host => 0.0.0.0
port => 514
type => syslog
}
}

filter {
regex {
regex => /A(\S)/+/
fields = [toto]
}
}

output {
elasticsearch {
host => localhost
port => 9200

clusterz.io

PaStash Config

'~
N

Input plugins
*File

*Syslog

«ZeroMQ

*Redis

HTTP
*Websocket
*TCP/TLS
*Google app engine

*AMOP

*SQS

*NetFlow
*Freeswitch ESL
*Asterisk AMI

Filter plugins
*Regex

*Gro
*Mutate Replace
-Grep

*Reverse DNS
*Compute field
*Compute hash
*Compute date field
*Split

*Rename

*Multiline

*Json fields

*Geoip
*Eval

*Bunyan
*HTTP Status Classifier

>~

Outputs
«ZeroMQ

*ElasticSearch

“HTTP Post
‘Websocket
‘Redis
CP/TLS
AMOP

:

—
~~

iB
m
Tin

sop


https://github.com/sipcapture/paStash/blob/master/docs/inputs/file.md
https://github.com/sipcapture/paStash/blob/master/docs/inputs/syslog.md
https://github.com/sipcapture/paStash/blob/master/docs/inputs/zeromq.md
https://github.com/sipcapture/paStash/blob/master/docs/inputs/redis.md
https://github.com/sipcapture/paStash/blob/master/docs/inputs/http.md
https://github.com/sipcapture/paStash/blob/master/docs/inputs/ws.md
https://github.com/sipcapture/paStash/blob/master/docs/inputs/tcp_tls.md
https://github.com/sipcapture/paStash/blob/master/docs/inputs/gae.md
https://github.com/sipcapture/paStash/blob/master/docs/inputs/amqp.md
https://github.com/sipcapture/paStash/blob/master/docs/inputs/sqs.md
https://github.com/sipcapture/paStash/blob/master/docs/inputs/netflow.md
https://github.com/sipcapture/paStash/blob/master/docs/inputs/esl.md
https://github.com/sipcapture/paStash/blob/master/docs/inputs/ami.md
https://github.com/sipcapture/paStash/blob/master/docs/outputs/zeromq.md
https://github.com/sipcapture/paStash/blob/master/docs/outputs/elasticsearch.md
https://github.com/sipcapture/paStash/blob/master/docs/outputs/statsd.md
https://github.com/sipcapture/paStash/blob/master/docs/outputs/gelf.md
https://github.com/sipcapture/paStash/blob/master/docs/outputs/file.md
https://github.com/sipcapture/paStash/blob/master/docs/outputs/http_post.md
https://github.com/sipcapture/paStash/blob/master/docs/outputs/ws.md
https://github.com/sipcapture/paStash/blob/master/docs/outputs/redis.md
https://github.com/sipcapture/paStash/blob/master/docs/outputs/logio.md
https://github.com/sipcapture/paStash/blob/master/docs/outputs/tcp_tls.md
https://github.com/sipcapture/paStash/blob/master/docs/outputs/amqp.md
https://github.com/sipcapture/paStash/blob/master/docs/outputs/sqs.md
https://github.com/sipcapture/paStash/blob/master/docs/outputs/hep.md
https://github.com/sipcapture/paStash/blob/master/docs/filters/regex.md
https://github.com/sipcapture/paStash/blob/master/docs/filters/grok.md
https://github.com/sipcapture/paStash/blob/master/docs/filters/mutate_replace.md
https://github.com/sipcapture/paStash/blob/master/docs/filters/grep.md
https://github.com/sipcapture/paStash/blob/master/docs/filters/reverse_dns.md
https://github.com/sipcapture/paStash/blob/master/docs/filters/compute_field.md
https://github.com/sipcapture/paStash/blob/master/docs/filters/compute_hash.md
https://github.com/sipcapture/paStash/blob/master/docs/filters/compute_date_field.md
https://github.com/sipcapture/paStash/blob/master/docs/filters/split.md
https://github.com/sipcapture/paStash/blob/master/docs/filters/rename.md
https://github.com/sipcapture/paStash/blob/master/docs/filters/multiline.md
https://github.com/sipcapture/paStash/blob/master/docs/filters/json_fields.md
https://github.com/sipcapture/paStash/blob/master/docs/filters/geoip.md
https://github.com/sipcapture/paStash/blob/master/docs/filters/eval.md
https://github.com/sipcapture/paStash/blob/master/docs/filters/bunyan.md
https://github.com/sipcapture/paStash/blob/master/docs/filters/http_status_classifier.md

Parsing Mikrotik Netflow

Doc: netflow-2017.03.31/netflow/AVsjaW0eNSkWO TecPTP

Table JSOM

Btimestamp March 31st 2017, 11:0%:34.335
Eversicn 1

_id AVs]awleMs kWd_TecFTP

_index netflow-2017.03.31

_score 1

_type retflow

dst_mask o

first_switched Jaruary 23rd 1970, 10:33:58.552
f=Id 256

in_bits 640

in_bytes a0

i dst_mac 000000000000

in_pkts 2

Tnput_shmp 11

pwd_dst_addr 199.58.84.53

ipvd_dst_addr_geo_city W1 lmi ngton

ipwd_dst_addr_geoc_country US

P .\0‘.
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Parsing Mikrotik Log

Table JSOM

Btimestamp March 31st 2047, 11:12:22.635
Bversion 1

_id Avsja_dINskwWD_Teccha

_index microtik-2017.03.31

_SCore 1

_type Firewall

action input

dstip 25.211.122.170

dstip_geo_country ML

dstip_geo_lonlat 4.9, 52.36E7

dstport 53

host 25.211.122.170

in MairBridge (ethar?)

len 13

Tegsource info

me 5Sage firewall,info input: in:MairBridge(ether?} out:(nonel, src-mac Sc:f3:Fc:79:bc:48, prote UDP, 95.211,122,173:48095-95.211.122.170:53, len &6
out (nore), src-mac Sc:f3:fc:i79:beo:dd

parsed true

srcip 95.211.122.173

sroip_geo_country NL
srcip_geo_lonlat 4.9, 52.36E7

srcport 48,085

o \0‘.
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Mikrotik Netflow Dashboards

@fimestamp per 30 seconds

~

NETFLOW Top DST £ on NETFLOW Top SRC & n NETFLOW Top PROTO S x NETFLOW Total Bytes £ on
5 @85211.122.174 , §212.188.182.171 5 @icp

® 05.211.122.184 @ 212.190.182.185
® 95.211.122.177
@ 95.211.122.178 27 736M B
®05.211.122.170 L

Sum of in_bytes

NETFLOW Geo IP DST

- "\V_, A

NETFLOW Geo IP SRC

..\‘;’ 7

.
=
‘u

Leaflet| & Elasiic Tile Service

Leaflet| © Elasiic Tile Service

& x NETFLOW IP Flow (DST) ]

~ ~
9521112217"| |052111zz1?4
I I 212.109.182.171

NETFLOW IP Flow

212.188.182.171 .

95.211.122.184

5211122177
—212.199.162.166 P
HERRERE I 212.199.182.166 — ¥
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Mikrotik Logs Dashboards
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Elasticsearch

Elasticsearch is

a search engine based
on Lucene. It provides
a distributed,
Mmultitenant-capable
full-text search engine
with an HTTP web
interface and schema-
free JISON documents.

% @ elasti
2 elastic

::3:8:5%
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Siren alerting & reporting
application

SENTINL extends Siren with Alerting and
Reporting functionality to monitor, validate
and inform users and administrators on
data series changes using standard queries
or join queries, programmable validators,
transformers and messages to send out
using a variety of configurable actions
including sending action to the Mikrotik
APl as well as sending Emails, Slack
Messages, APl Webhooks, PDF Snapshots
of Charts, creating new Documents and
much more.
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Siren Alerting & Reporting App

Siren

Enterprise provides many unique features and enables integrators to realize

unigue Business Intelligence creatures. With such power, automating

workflows and being able to get notified with data detections quickly becomes

a key requirement.

SENTINL  watchers

WATCHERS + B

every 5 minute payload.aggregations.avg value < 3 email_admin - ® B @

P o.\O‘.
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Pushing your data out of the box

1392

clusterz.io
Contact us today for a month free trial

iInfo@clusterz.io



THANK YOU!




